


"Doomsday” Dave

“Privacy is one of the biggest problems in this
new electronic age” — Andy Grove

ey

"“We believe the customer should be in control
of their own information. You might like these
so-called free services, but we don't think
they're worth having your email, your search
history and now even your family photos data
mined and sold off for God knows what
advertising purpose. And we think some day,
customers will see this for what it is”” — Tim Cook

If you're not paying with money, you're paying with data. You're the product
NQOT the customer



My goals for today

« Educate you

» Motivate you

» Provide actionable advice
» Have fun
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Why now?

Increasing use of technology in all facets of life

Massively scalable computing resources available on-
demand (cloud)

Untraceable worldwide communications (encryption)
Virtual international currency (cryptocurrency)
Ever increasing number of connected devices

And...
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. Cyberattacks are increasing Cybercrime Annual Revenues
in frequency,
sophistication, impact and
COst

= A study by Dr. Michael
McGuire puts value of the

cybercrime economy at
$1.5 trillion

u COU|d ’]It $1O ‘tri”ion by $860,000,000,000 $1,000,000,000
2025

=« Cybercriminals are rarely

prosec Uted u lllegal online markets u Tradesecret, IPtheft w Data Trading - Crime-ware/CaaS  Ransomware




More data is being created

Accelerating +7% vs. +5% Y/Y

Daily Hours Spent with Digital Media per Adult User, USA
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2020 Internet Minute

NETFLIX u

404,444 hours of 500 hours of
video streamed by users video uploaded by users

(S)
347,222 stories
T

6,659 —— — 52,083 users

TikTok

2,704
app installations

amazon
maz

packages shipped connected
Z00m Q
208,333 participants 41.7m

in meetings messages shared

u S

319 mew 28 new tracks
users gained added to library

Source: Visual Capitalist

SIOIO, statista ®s



And... pervasive data collection

Passwords Credit Card Numbers

:

.

?

- L 2 ' s il — L 3 ' 2 i

- - Web Drowser autofill - - Web Drowser autofill I - - T
- Stored in the - Downloaded credit ;

- @ file system 1 - @ card statements i

Social Security Number

£

- @ tTax docurnmnents
—
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Data is increasingly valuable

Your identity is a steal on the Dark Web.

- -
cexperian.
Here are what the most common pieces of information sell for: -
Social security Online playr_'ne:ng Credit or debit card
number service s ogin INTo

(credit cards are more popular)
(e.g. Paypal)

E‘

$5-%$110

With CWW number wWith bank info Fullz info™

$5 $15 $30

$20-%$200

Drivers license Loyalty accounts

General non-financial
institution logins

$1

Subscription -
@ 7 corvices Medical records

Diplomas

$1-%510 $1-$1000**

$100-%$400 $1000-$2000




And.. data is increasingly valuable

Most valuable brands worldwide in 2021
(in billion U.S. dollars)

Leading internet billionaires as of March 2020, by net worth

(in billion U.S. dollars)

Amazon

25419 Mark Zuckerberg, Facebook

Coogle

Larry Page, Google

Microsoft

samsung

Walmart

140.44
102.62
93.19

Sergey Brin, Coogle

Jack Ma, Alibaba

1! Ma Huateng, Tencent

MacKenzie Bezos, Amazon

7279

ICBC
Verizon 68.89
WeChat 67.9
China Construction Bank 59.65
Toyota 59.48
Mercedes-EBenz 58.23

Expand statistic

O Additional Information

William Lei Ding, Netease

Colin Zheng Huang, Pinduoduo

3B.1

36

Eric Schmidt, Coogle

ZIhang Zhidong, Tencent

Pierre Omidyar, eBay

® Statista 2021
Show source 0 Addigonal Information

Expand statistic

D Sratista 2021 M

Show source €



Who does Facebook Own?

n |nstagram N BUS'NESS Markets Tech Media Success Video o) —
AAEIASSN Facebook Is facing an existential Crisis

by Dylan Byers @CNNMoney

] OCU'US VR (© March 19, 2018: 10:40 AM ET Oﬁeo i

These are your 3 financial advisors
near you

This site finds and compares 3
financial advisors in your area

Check this off your list before
retirement: talk to an advisor

Answer these questions to find the
right financial advisor for you

Facebook suspends data firm with Trump ties Find CFPs in your area in 5 minutes



And.. data is increasingly valuable

Facebook's annual revenue from 2009 to 2020, by segment
(i miflion U.S. dolflars)
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Who does Alphabet (Google) Own?

= Android
. YOUTUbe @ BEST PRODUCTS~ REVIEWS~ NEWS~ VIDEQ~ HOWTO- SMARTHOME~ CARS~ DEALS~ DOWNLOAD 56

» Gmail
= GSuite

« Fitbit Google, plagued by data and privacy
* Blogger issues, still rakes it in

= Picasa
. Nest Despite scandals, like its spat with Apple or its Dragonfly search project,

. Zagat business is good.

» Boston Dynamics
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And.. data is increasingly valua

Annual revenue of Alphabet from 2011 to 2020
(in milfion U.S. doffars)
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And.. data is increasingly valuable

Annual net revenue of Amazon from 2004 to 2020
(inn billion U.S. doffars)

S00

S400

300

200

Met revenue in billian US. dollars

100

&9z B49 107

2004 2005

B Addidional Imformation

34 2
3 1484 1997 S i

2008 2007 2008 2009 2010 2011

8o DD

2012 2013 2014 2015 2016 2017 2018 2019 2020

D Statista 2021 [

Showe sourc= £



Who does Amazon Own?

« AWS = The Washington Post

Democracy Dies in Darkness

Get 1 year

- Wh0|e FOOdS Consumer Tech « Perspective

-+ Ring Alexa has been eavesdropping on you
» Zappos this whole time
. PIHPaCk When Alexa runs your home, Amazon tracks you in more ways than you might want.
» Twitch

ubscri The -
s €= Guardian
n Aud|b|e NEWEIﬂpiIlinnlﬁp{lrt Culture Lifestyle —

My life in data
‘“They know us better than we know

ourselves’: how Amazon tracked my last two
ears of reading




Eliminate the middleman?

T wenT vo b
POPEYE'S
S Times |
] s Wesk

CUTTING oUuT THE MIDOLE MAN




And... Open-Source Intelligence

Username ()
Email Address ()
Domain Name ()

IP Address ()

Images / Videos / Docs
Social Networks )
Instant Messaging )
People Search Engines )
Dating O

Telephone Numbers ()
Public Records
Business Records ()

Geolocation

Host / Port Discovery

IPv4

IPv6
BGP O
Reputation ()
Blacklists )
Neighbor Domains ()
Protected by Cloud Services ()
Wireless Network info ()

Network Analysis Tools
IP Loggers

Annual Reports ()
General Info & News ()
Company Profiles ()

Transportation () Employee Profiles & Resumes ()

Geolocation Tools / Maps ()
Search Engines ()

Forums / Blogs / IRC
Archives O

Language Transiation )
Metadata )

Mobile Emulation ()
Terrorism

Dark Web O

Digital Currency
Classifieds O

Encoding / Decoding )
Tools ©

Malicious File Analysis )
Exploits & Advisories )
Threat Intelligence ()
OpSec ()

Documentation ()
Training

OSINT Framework ()

Additional Resources ()

General Info ()

3

Shodan

Mr. Looquer

Scans.io

ZoomEye

Nmap (T)

Internet Census 2012
Internet Census Search
uriscan.io

Scanless

WIGLE: Wireless Network Mapping
OpenCellid: Database of Cell Towers

Wireshark
NetworkMiner
Packet Total
NetworkTotal

RecruitEm

Linkedin

Market Visual

Jobster

XING

Indeed

IntelTechniques Resume Search
CVGadget

LeadFerret.com

OnionScan

Tor Scan

Onioff

Hunchly Hidden Services Report
docker-onion-nmap (T)

Onion Investigator

() IACA Dark Web Investigation Support

https://openphish.com/feed.txt
PhishTank
PhishStats



And Shodan

¢ B /v shodnid v e U nNoo&s =&

in U Twitter §F8 % Gmad 8 PM &) @ PM @ Gateway @Prwate Browsing @ M B Securtty GitHub @ KCR 531 Tooks @ Udemy StackSkills 1 800-171 aF‘.'{ W SSRS Portal £ Azure @ A new video series for ... @ NmapCheatSheetv1.] ..
Try out the new beta website! Help Cen

'.SHODAN _ Q Explore  Pricing  Enterprise Access ‘ Login or Reg

The search engine for Security

'8 mtarnat ranmantand dancas
-] D ne 1t nwrne D ) )
Sl SPA £ f er. NNé e aevices
L Cai Ll CHIENIT 1V ILCTHICLULUTITTITULTU UCVILCD.

CreateaFreeAccount | GettingStarted

Explore the Internet of Things (N See the Big Picture

. ,
nected 1o the Intemnet, .':‘#b'* tes are just

Get a Competitive Advantage

Where are they located? Use Shodan to perform




And... Threat Actors

Changing Attacker Profiles

Organized
Crime

Hacktivist

- Economic gain

- Significant
technical
resources and

- capabilities
emotionally _
committed - Established

- Limited technical Vast PR syndicates
pie: - Vast networks
- Fame and notoriety capabilities Farpdted siadis Adware,

« Limited technical C‘;lrrrl‘e\:tare.
resources IP the

« Statement
« Relentless,

« Vandalism

- Known exploits

State
Sponsored

- Cyberwar,
state secrets,
industrial
espionage

- Highly
sophisticated

- Nearly
unlimited
resources

- Advanced

persistent
threats

INCREASING RESOURCES AND SOPHISTICATION

The expansion of attacker types, their resources, and their sophistication.

vV



And... the attack surface grows daily

B s ity NS 14 22 Million

ok Armaron Echos sold m 2007
1 Per Second
They're not runmeng securnity software how often Google says it has sold 8 Googhe Horme deviee
B E snce Ocsober 2007
cooic Avbges : | $310.4 Million

wearable dewoes sales in 20774



And... Security is often an afterthought

= People working remotely are at higher risk
= |oT devices are creating more attack points

= An attack can open an organization to devastating attacks
and crippling consequences

= An organization can incorporate cybersecurity into business
practices and processes, OR react to security failures

= Be proactive and be prepared, or be sorry




The JOY of Tech .. by Nitrozac & Snaggy

The Internet of ransomware things...

30 BUCKS IN
@ BITCOIN, OR NEXT
TIME I SMELL

\ ———
ON STRIKE o SMOKE, I MIGHT
HUNGRY? UNTIL YOU - JUST LE‘L YOu
PAY UP AND SEND MONEY GBS SLEEP.
I1L UNLOCK TO MY IN MY PAYPAL 1 THE NEXT TIME
MY DOOR/ HACKERS. ACCOUNT IAL BE YOU LEAVE, ITLL S~;’Y SAI'IE‘I\V\R%
W4 . om ticomy [TausmingTue) | | SiSive & | oSieToSo
- . BREW TO IF YOU OFF DOMLY

BACK INTO THE

HOUSE, UNLESS

YOU GIVE ME
$75S NOW/

DON‘T GET
ME SOME

THROUGHOUT
THE NIGHT,
UNLESS YOU
*DONATE™.

BN

YOUR DIRTY
DISHES CAN

WHILE WE
WIRE MY WAIT, I‘M PARTICIPATE I‘M TURNING
HACKER #100 BUSY MINING OFF THE
IN A DDOS
OR I‘LL REVERSE | BITCOINS. HEAT UNTIL

MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

ATTACK.
S e YOU WARM UP

— MY BANK

ACCOUNT/

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

A TRANSFER.

SEND ME 225 OR
ILL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON-T
SEND US CASH,
YOUR REPUTATION

WiLL BE IN THE
TRASH.




Privacy = Security

- Privacy: Control of your personal information
and how it's used

- Security: how your personal information is
protected

https://us.norton.com/internetsecurity-privacy-privacy-vs-security-whats-the-difference.html



Privacy myths
«[t's impossible maintain some privacy in today’s
Welsle

My data (or the data | have access o) isn't
valuable

«| have to be a technical wizard to protect myself
«| have nothing to hide



Cybersecurity myths
My organization is too small or insignificant to be
a target

« Cybersecurity requires a huge financial investment
= Attacks are sophisticated or technically complex

«New software and devices are secure out-of-the-
0]0)

«Compliance with industry standards is sufficient
»Security I1s an IT issue



It's a matter of when, not if..

= “No locale, no industry or organization is bulletproof when it comes
to the compromise of data." — Verizon 2016 Data Breach Investigation
Report

« “Fundamentally, if somebody wants to get in, they're getting in.
Alright, good. Accept that. - former director of the CIA and National
Security Agency Retired Gen. Michael Hayden

= Cybercrime is “the greatest threat to every profession, every industry,
every company in the world” — IBM CEO Ginni Rometty

= “There are two kinds of companies in the United States. There are
those who've been hacked ... and those who don't know they've
been hacked.” - Former FBI Director James Comey



Guiding principals of security

« Impenetrable security is nearly impossible and very expensive
= Focus on risk

= Take a layered approach

= Invite security to the party from the beginning
= Threats emerge and evolve constantly
 Education and awareness are critical

= Maintain a very healthy dose of skepticism/paranoia




3 simple steps to remember
=Stop

«Think

Protect — Be a human firewall



I changed all my passwords to “incorrect”. | gl Eamis
' Password : 12345

— ’
- g q

\47 'l"‘ 1 ‘//ol "l/,j l 'f,’/

) e F ¥ _&0.‘
Wi R
’ - ke
.

' f .‘€ '{»;}_x :
Somnenever,ll m,etammll |

tell me :Your password is incorrect:

a3

Username : admin
Password : admin




Threats: Unpatched Software

« A Ponemon Institute survey found 57% of security breaches
were due to vulnerabilities in unpatched software

= 34% of these cybercrime victims were aware of holes but
didn’t patch them in time.

= 37% of breach victims don't perform regular scans to find
vulnerabilities in their own systems

= Patching gaps are an issue:

« Unaware of the updates that are available

« Know updates are available, but don’t have the resources or
strategies implement the patches




Threats: Spoofing

= "Spoofing, in general, is a fraudulent or malicious practice in
which communication is sent from an unknown source

disguised as a source known to the receiver. Spoofing is most

prevalent in communication mechanisms that lack a high
level of security." — Techopedia

= Spoofing leads to:
= Phishing
= Vishing (Voice based)
= Smishing (Text based)
= Doppleganger or Lookalike websites



Threats: Phishing

= “Cybercrime in which a target or targets are contacted by

by someone posing as a legitimate

institution to lure individuals into providing sensitive data such as
personally identifiable information, banking and credit card details, and

passwords.” — Phishing.org

= Types of Phishing include:
= Spear phishing
= Whaling
= Vishing
= Smishing

BETTER CONFIRM MY ADDHESS AND SOCIAL
SECURITY NUMBER LIKE THEY ASKED


https://youtu.be/6gQX2duuJJQ

———

o Do Hatter <pm772458 @gmalcom> H
“Sent: Wednesday Uctober 30, 019 T8
To: eff Bethell <joethell@ortwright com>
Subject: Hey Jeff

Hey Jeff  need you to help me get some giftat the store right now for some counci members  taff apprecition gifs , et me knowifyou can do that right away because there s a sharp
deadline for this request,

Dave Hatter
Mayor

Sent from my mobile device



Threats: Phishing

vy, Joyce Woods

T Davia Matmar: v

IMbox

l Yous repiiead on /RS20 %6 ZOF AN

Foorm Dave MMatter Lrn st it atiec @ Sor Do ta Dt carn)
LT ey CEEE

T o Joycwm Woods = Jwood a@ fortwrig e corm =
Lubymct ME Guestion

TRAanks 108 The InfOrmation. | Aeed YO 1O INLAte 2 wire transfers 1O sy TOr BN IMtermational Daymeant and » 100! Daymeant S0 Let e Haoww swiat informmathon is freduireo
Serv frapen my IPhone

Sorry Dave

1 st @OR o rmessage | Rave Deen working o @1her snings. i 5o mesn the Genersl Pung Cheacsang Acar. the Balancs today s 534 280% 400 72

Joyce

From: Dave Hatver sl abaliscg torborianssasn)

Servt Wedanesdey. Marah O, 20%0 T2:3% P

T O Joypcm WOoOods «pawoods@ Portweright comm < o ailto ool a @R f Oorbastantl oo > >
Subject Question

Are you avaliabieT | Need 19 SN YOV & GViEl QUeITIOn YWTat 15 1he gresent Dalandas in 1M aerating EHhesching aSeount™ Regly a5 209 as possibie

S et froen vy EPROse

W Joyce Woods

T Devie Mamer, v

From: Dave Matter [maiito anstter@@fortwright com)
Sent Wedneadeay, March 02, 2046 A2 25

Vor loycm Woods “Jwoods@Prortweigght o~

Tub et Chumation

Are yvou availlabla? 1 nead to ask you & auick queastion WHhat is the preasent Balance in the oparating cheacliing sccount? Raeaply as soon as possible.

Hent fromm my IPhones



« [ Mail - David Hatter- Ovn X | ~~ - .

L ) £ | hitps://outiook.office.com/mail /inbox/id/AAMKAGRMNDYSMGVhLWIIOTMENGIyNS TiINDZILTc2YWFKZThiNDE2ZNQEGAAAAAAAI 1 TVNESgQbrRM1ehWXssBwBumyDpLKyOQaL SPgd6x4plAAAAAAEMAABUMYDPLKYOOaL SPgd6xApI AADS 3yUB AAASID »* = 4 =

To see favorites here, select ¥= then #, and drag to the Favorites Bar folder. Or import from another browser. Import favorites

- - _— . y ~ I-._
... T B B/ S

) Reply all ]ﬂ[ Delete T Archive ® Junk v Q/ Sweep 81 Moveto v < Categorize ’]\ \l/ X

\  Favorites Happy New Year!
£ Inbox 395 @ Getting too much email? Unsubscribe
B Sentltems . J. Holloway <jhc.)lloway@fortwright.com> Ao 6 &
Inu 127512/ 2019 1103 AV
B3 Clutter 9 David Hatter ¥
il  Deleted Items - . o s . . o -
WARNING: This e-mail is from an EXTERNAL sender. Be wary of any links or attachments. If this e-mail is unexpected
Add favorite and you are being asked to open an attachment or enter information or credentials into an online form STOP NOW. Call
the sender via a known phone number to determine if this is legitimate. Even if you expected this email, if it is regarding
any type of financial transaction like a wire, call the sender via phone to validate the information and talk to your
Y Folders supervisor before conducting any financial transaction. **
> Inbox 395
Good Day Dave,
¢  Drafts 1
noliday, warm wishes for the new year!
B Sent Iltems
ere is your card
iy Deleted Items
p— —h fal A VATt T emdite A~
— [EH| = 24 T reea,

https://nam11.safelinks.protection.outlock.comy/?url=http%3A%%2F %2 Fcardpayments.microransom.us#2 FXYWNj0aWSuPWghNsaWNr neVybD 1 ozzdHRwaczovL 3NINY 3 dVyZWOtb GOn:




hrgats: Phishing

-
]

File Message Help ¢} Tell me what you want to do
— ) File Message Help Tell me what you want to do
[HMeeting | [ arc — To Manz . "
[ gnore m E %ﬂ Ez_\.)’j Dj' oM - B Team Email ~ Done S Ignore m E (-lzl @ Fl_} (5 Mecting gAFC ) jTﬂ Manager E
%Junk* Delete Archive Reply Reply Forward ﬁ Renly & Delet -5; Create N Delete Archive Reply Reply Forward R Team Email N Done M
All E"El Mare = eply elete reate & Junk - Al (5 More - i) Reply & Delete % Create New =
Delete Respond Quick Steps Delete Respond Quick 5teps e

RE: Divorce papers ] RE: Divorce papers

Brown & Booth LLP <Booth@brown-booth-law.com> Brown & Booth LLP <Booth@brown-booth-law.com=
' To @ Dave Hatter

To @ Dave Hatter

@ If there are problems with how this message is displayed, click here to view it in a web browser.

If there are problems with how this message is displayed, click here to view it in a web browser. Click here to download pictures, To help protect your privacy, Cutlook prevented automatic download of some pictures in this

Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of

WARNING: This e-mail is from an external sender. Be suspicious of any links or attachments. If you are not expecting this e-
about any type of financial transaction like a wire, call the sender via phone to validate all the information.

WARNING: This e-mail is from an external sender. Be suspicious of any links or attachments. f youare r
about any type of financial transaction like a wire, call the sender via phone to validate all the informatio

COriginal URL:
Dave http://addto.password.land/
¥ywnslawSupwgnsawnrjnvybdlorgdhr
wnezovli3nlby3owyrwagtbg9nawdubmvrl

Dave ; . .

:"Iyr name is K:‘Ith Bu?tr:;n; I an: a senior p?hrtn;r at BROWRN & BPC 3bhz2vzi2findfly2jkngzhjnjly2iwawvudfa
) ) ) our spouse has contracted me to prepare the divorce papers. pzd01ntgxmdaxmjemy2ftcgfpzd Sfenvux

My name is Keith Booth and | am a senior partner at BROWN & BOOTH LLP. Here is the first draft, please contact me as soon as possible: 2lkpti3mjyyndu=

Your spouse has contracted me to prepare the divorce papers. Click or tap to follow link.

Here is the first draft, please contact me as soon as possible: hitp:/www.brown-and-booth-law.com/papers/divorce Hatter.dbc

http:/ www.brown-and-booth-law.com/papers/divorce Hatter.doc Thank you
Keith L. Booth

Thank you

Keith L. Booth | (=]

I
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New message

Favorites

Inbox m
Sent ltems 1
Drafts 9
Add favorite
Folders

Inbox m
Drafts 9
Sent ltems 1

Deleted Items 251
Junk Email

Archive

Notes

Conversation Hist...

R

£ Search

]EI Delete = Archive 83 Moveto v Categorize vV  *** ’[\

< You have been approved for a $2,321.00 USD from FAFSA

Federal Student Aid

You have been approved for a free $2,321.00 USD for Federal Student , Aid (FAFSA) This fund is granted for your education and it is
free, you do not have to pay it back, Click on Receive My Benefit Aid | Federal Student Aid to complete your application to get your
grant in 1-2 business days.

Sincerely,

U.S. Department of Education
Federal Student Aid
William D. Ford Federal Direct Program

This is in affiliation with The Arizona State Student System, Benefit Services Division and United States Student Association (USSA). The
Benefit Plan is provided for all students whose parents have lost their job or have been affected financially as a result of the COVID-19
Disease. The plan is tax qualified under section 401(a) of the Arizona Internal Revenue Code. It is a “cost sharing” model, meaning both
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Threats: Malware

= Viruses

« Worms

= Keystroke Loggers
» Adware

 Bots

» ZOmbies

» Rootkits

= Crypto miners




Privacy Threats: Ransomware
» Malware that encrypts data and demands a ransom

= “The losses from ransomware attacks have increased significantly,
according to complaints received by IC3 and FBI case information.
Although state and local governments have been particularly
visible targets for ransomware attacks, ransomware actors have
also targeted health care organizations, industrial companies, and

the transportation sector.” - FBI B ot ol i ot i

You: mpomn t files are encrypted.
M ny of y documents, photos, vi eosdaub.\ses nd other fil

esblbeca !he)ha e been encrypted. May

8
° you usy ng for a way to
° recover yo ﬂl t do not waste your time. No y can over your files without
| ecr)p servi
°
Payment will be raised on
e

== Can I Recover My Files?

1672017 00:47:55 Sure. We guarantee that you can recover all your files safely an

ly. But you hawv
° ° not nou, .
n P h I h I n Time Left foucand t e of your files for free Tr) w by clicking <Decrypt>.
(e Trhis [CTa -0 ut if you wantto d 'pt eodto pay
et Bagl S b el S o Youo y ve3 y will be doubled.

sosubmithpayrnn After uuthpri

udon pa) 7 days, you won't be able to recover your files forever.
wulha e freee u{ serswh msopoo r that tho)could t pay in 6 months.

- Your files will be lost on
» Infected web sites , tow Do Pay?
SI2NZONT 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Time Leht 1 k the nt ce of

itcoin and buy some bitcoins. For more information,

e address specified in this window

click <Howto b itcoins>.
( - ° Fie ae I , B ,“" d send co ount to v
H O ' ' l D ro ' ' l I S e eVI Ce S S er your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am




Threats: Open Ports

= Attackers can use open ports to compromise devices

« Compromised devices can be used in several ways:
» Data exfiltration
= Botnets
» Access to other devices in the network
» Surveillance



Threats: “Free” software

= Many “free” apps are thinly veiled malware -

= 172 malicious apps hosted on
Google Play were installed more
than 335 million times in
September of 2019 and have been found
in the Apple store too

= Delete apps you no longer need |
= Do your homework and vet apps carefully %




Threats: Social Media

= Your “privacy” settings do not

guarantee privacy ‘ SETINGS ARE WROI
= Your data may be sold ‘
. Your data my be breached

#M Dave Home Create

o General Your Facebook Information
Security and Login

Your Facebook
Information

[T Timeline and Tagging

You can view or download your information and delete your account at any time.

Access Your Information information gory. View

ED Stories Download Your Information Download a our information to keep, or to transfer to another e View
Location

e Blocking Activity Log manage y nformatio e seftings View
E Language and Region

‘I Face Recognition Off-Facebook Activity

Managing Your Informatien Learn more about ho can man View
B Notifications
® mobile Deactivation and Deletion  Tempo ete your account View

B public Posts

n Apps and Websites

ENSURE YOUR PROFILE IS SECURE ON SOCIAL MEDIA SITES.

(% Business Integrations

[ ads

=4 Payments

€4 Support Inbox
B videos



Threats: Public Wi-Fi

= Information can be stolen
=« Malware can be p|anted NORMAL CONNECTION MAN IN MIDDLE CONNECTION

= Use a VPN

- Use a hotspot on your / szavm

mobile phone

MIDDLE IN THE MIDDLE ATTACK EXAMPLE

https ://[phoenixnap.com/blog/man-in-the-middle-attacks -prevention



Threats: Internet of Things (loT)

= Patching issues

« Misconfiguration

= Apps steal data / leak data
» Malware ZDNet | o

SEGHUVERCEIENEEES Your insecure Internet of Things devices are
putting everyone at risk of attack

loT devices are becoming more and more popular but many of the products people are installing don't come with

adaquate security - and that's something cyber criminals can take advantage of.



loT backgrouna

= “The Internet of Things (loT) refers to the capability of everyday
devices to connect to other devices and people through the existing
Internet infrastructure. Devices connect and communicate in many
ways. They are able to communicate with consumers, collect and
transmit data to companies, and compile large amounts of data for
third parties.” — EPIC

= In 1982 the first device connected to the Internet was a Coca-Cola
vending machine that could control the temperature of the machine
and keep track of inventory

= The term “Internet of Things” was coined by Kevin Ashton in 1999



loT Dumpster Fire

The Washington Post

Democracy Dies in Darkness

nnovations

ow a fish tank helped hack a casino
Connected
Wliances

T2

=L
4

f /’ @= D

“(AN 1 INTEREST You N A
FIREWALL foR YOUR ToASTER?




loT = Asbestos

"Mikko Hyppdnen, CTO at F-Secure said the loT
revolution is "taking everything else online" and
eventually "anything that uses electricity will be
online'

"Hyppdnen warned about the proliteration of loT
devices: "What's happening right now, around us,
| guess would be characterized as IT asbestos”

*D2: Disconnect and discard







Defenses

F TURNED
THEM AL




Downloads and updates

Recent activity

Lenovo Vantage

10.2006.300

2020504.400

1020032162110

371400

1561870

45010

Modified today

Modified today

Modified yesterday

Medified yesterday

Medified yesterday

Modified yesterday

Medified 6/13/2020

Modified 6/1

Windows Update

*Some settings are managed by your organization Looking for info on the latest

View configured update policies updates?

You're up to date
Last checked: Today, 12:21 PM
Related links

Check for updates Check Storage

Learn more

*Your organization has turned off automatic updates OS build info

@ Pause updates for 7 days

Visit Advanced options to change the pause period

@ Gethelp

& Give feedback
@ View update history

See updates installed on your device

/N Advanced options
Additional update controls and settings

About Mozilla Firefox

Firefox Browser

77.0.1 (64-bit)

LENOVO VANTAGE
ThinkPad 7480 @

An up-to-date system is a healthy system. Auto update settings

Last updated: 6/19/2020 9:19 AM
Next scheduled update: 6/29/2020 10:39 AM

Available updates Q Cisco Webex Extension =

Join Webex meetings using Firefox ™

Enabled

. DuckDuckGo Privacy Essentials @ =

h and browse: tracker blocking. sm:



Defenses: Password Hygiene
« Use strong, unique passwords for every account

« A passphrase is better. e.g. “1 I0ve pizz@ with OniOns”
» Use a password manager with MFA.

1
» Check the Dark Web for leaked creds

if you have an account that has been compromised in a data breach




Defenses: Multi-factor Authent|cat|on
« Aka Two-factor Authentication or  IEEEE
Two-Step Verification

= Microsoft and Google have recently
indicated MFA can stop 99% of all
automated attacks

« Enable MFA everywhere

« Use an authenticator app like Authy
rather than SMS based OTPs

01:05




Defenses: Endpoint Protection

Figure 1. Magic Quadrant for Endpoint Protection Platforms

= Vendors regularly release updates

« Also known as anti-malware or
anti-virus software

« Update definitions

« Disable everything and enable
functionality as required

« Consider more than one

nnnnnnnnn

Source: Gartner (August 2019)



Windows Security

e

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

8% Settings

‘) Firewall & network protection

Who and what can access your networks.

Domain network

Firewall is on.

98 Private network

Firewall is on.

3 Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default




Defenses: Virtual Privafce Network

= A VPN creates an encrypted
connection

= May not be required if all your
apps are cloud based

« Never use public Wi-Fi without a
VPN

= The best include NordVPN, R
| PVa N iS h an d Tu N ne| Bea r Google Pulls SuperVPN From the Play Store,

o Users Urged to Deletelt
« Vet the VPN software carefully! T




Defenses: Encryption

 Encryption scrambles data so that it can only be
unscrambled with the appropriate key

= Use Encryption (at rest and in motion)
« Enable BitLocker for data a rest
= Look for https:// in the browser
» Use encryption to protect email P ———
« Use encryption to protect messaging a5 EE | .=,

= @ Effects ~ ~ Buttons ~
Themes Show Fields Encrypt
Em ypt Only - This message is encrypted. Recipients can'tremowve encryption.
Fermission granted byt Dave Hatter @intrust-it.com

N twitter.com 120
}} From =~ dawve hatter@intrust-it. com

Send To ® Dave Hatter <davehatterlt@gmail.coms;




Defenses: Router

» Change default password to a strong password
» Enable WPAZ or higher encryption

n E qab e 'ﬁ rewa” Security Options

) None
(& yWPAT-PSI [AES]

" U p d ate reg U | d rly (WPA-PSK [TKIP] + WPAZ-PSK [AES]

) WPANPAZ Enterprise

= Use a guest network

Firmware VYersion Check

Mo new firmware version available.
Router Auto Firmware Update

Enahle router to automatically update to futare firrmware. This keeps your router up to date with the latest features and security fives.
Select one of the following options:

® Enanle O Disable




Defenses: Router

» Disable SSID broadcast
» Whitelist devices

» Disable WPS

= Use 3rd party DNS

= Disable remote
mManagement

= Create VLANS

Shields UP 1!

Port Authority Edition - Internet Vulnerahlllty Profiling

Universal Plug n'Play {(UPnP)
Internet Exposure Test

UDP p

Your equipment at IP:

Is now being queried:

THE EQUIPMENT AT THE TARGET IP ADDRESS
DID NOT RESPOND TO OUR UPnP PROBES!




Enabled

Cisco Webex Extension =
Join Webex meetin 1g) Fired

DuckDuckGo Privacy Essentials [

Pri nplified. Protect your

Facebook Container @
Facebook Container i your Facehook activity from the rest of wour web activity in order...

FoxyProxy Standard @

Fasy to use advanced Pro agement tool for everyone

HTTPS Everywhere @ =
Encrypt the Web! Autornati

LastPass: Free Password Manager . =
L ord you will ever nead

Microsoft Rewards
Use the Mi oft Rewa ¢ n to earn excusive bonus points. to find new

Privacy Badger @ =

Badger automatic to block invisible tra

About Tor Browser x About Mozilla Firefox Y

Firefox Browser

Extended Support Release 77.0.1 (64-bit)

9.5 (based on Morilla Firefox 68.9.0esr) (64-bit)

DuckDuckGo

retademarl Foundation.

Privac




Defenses: Hardening

= Configuring systems to make them more difficult to hack

= For example, change default passwords and remove
unnecessary accounts

» Lock the screen when not in use
» Don’t make work devices visible on the network
« Check out the CIS Benchmarks st -

B) CIS Benchmarks™

ooooooooooo



Defenses: Backup
= Backup data and verity the backup integrity

. Rule of Three: Maintain three copies of your data. i
The original, a copy, and a copy of the copy.
One should be in a safe place away from the
others

= Look for a service that allows you to define a
personal encryption key. If not, read the
privacy policy carefully

= Tools like OneDrive can be a basic backup
= iDrive and BackBlaze rate highly




Defenses: Cloud Services

= Cloud based services offer advanced security and backup capability
= Office 365/Azure
= G Suite



Defenses: General

= Be careful about information you share

= Sanitize old equipment

= Disable devices that can watch/listen while working
« Don't allow family to use work devices

« Keep work data on work devices only

= Use secure videoconferencing

= Shred work-related documents

« SETA (Security, Education, Training and Awareness
« CHOOSE PRIVACY!




Defenses:

=Stop

« Think

Protect — Be a human firewall



. Ditch Android for i0S e

Facebook hates Apple's new privacy

n |OS S more Secu re :'_ feature — here's how App Tracking

Transparency works

= Apple is a product company, not a data company
» Apple has made privacy and security a priority

= Ditch any apps not absolutely essential

= Vet apps carefully

= Disable services you are not actively using

= Configure your device for privacy:
https.//spreadprivacy.com/device-privacy-protection/




Defenses. Choose Privacy

« Ditch Chrome for a privacy friendly browser
= Firefox - https.//www.mozilla.org/en-US/firetfox/new/
= Brave - https.//brave.com

= Tor - https.//www.torproject.org/
IDNet o

onalisation Third-Party Advertising Analytics Product Personalisation App Functionality

¥ Location Location & Fancal nfo

.........

=======

Google fails to quash Incognito mocle user

" - ® contacts
il Usage Dt weites  Developer'sAdvertisingor
ting @ wowsing Hstory

B8 deniifers

tracking, privacy lawsut

The company may now have to fight against user privacy violation claims in court

0 ussge os @ search istory

nnnnnnnnn

||||||

nnnnnnnn



Defenses. Choose Privacy
Lock your browser down

< <D ot about:preferences¥priva O™ - o~ [ITAN ) (S £ - - L 3 =
<y
in U Twittes £ FE & Gmail R PM cs © et O Gateway O Private Browsing ©D PM ) Security GitHube ©D A new video series for. & NmapCheatSheetvl.l ..
# General Browser Privacy
Q Home Enhan 1 Tracking Protection . - . . .
e Kding Prots > Facebook Container is just one of many Firefox products s that are built to be private from the
—_— R ; ; )
Q  search e ) w you arcound online to collect information about Manage Exceptions ground up. Join Firefox and take a stand against an industry that's making you the product.
L }  your browsing habits and interests. Firefox blocks many of
these trackers and other mahlicious scripts
- Recommended
s S¥ELS Standard ~

Balanced for protection and performance. Pages will load normally.
Stri .
i Facebook Container
Stronger protection, but Mmay cause some sites or content to break .
by Mozilla

PE Social media trackers

B Cross-site tracking cookies Prevent Facebook from tracking you around the web. The Facebook Container "
extension for Firefox helps you take control and isolate your web activity from + Add to Firefox
G Tracking content in all windows Facebook.

X Cryptominerss

W Fingerprinters

H. Hoads up!

Blocking trackers could impact the functionality of some sites. Reload &

page with trackers to ioad all content.

Custom

Choose which trackers and scnpts to block.

Send websites & “Do Not Track™ signal that you don't want to be tracked
Alvays

Only when Firefox s set to block known trackers

Cookles and Site Data

Your stored cookies, site data, and cache are currently using 1.2 MB of Chenr Datas




Defenses. Choose Privacy

« Ditch Gmail for privacy friendly email:
= ProtonMail - https://mail.protonmail.com
= Tutanota - https://tutanota.com/
= Fastmail - https://www.fastmail.com/

®

Data Linked to You

The following data may be collected and linked to your identity:

N

Data Not Linked to You

The following data may be collected but it is not linked to your identity:

ﬂ- Diagnostics

. Purchases @ Search History

4 Location B8 Identifiers

e Contact Info gl Usage Data

@ Contacts O Diagnostics

@ User Content ° Other Data



Defenses. Choose Privacy

= Ditch Google, use DuckDuckGo:
http.//www.duckduckgo.com

« Use a trusted VPN like NordVPN: https.//nordvpn.com/

= Ditch Messenger & WhatsApp, Use Signal:
https:.//www.signal.org/

« Ditch Dropbox, Use Sync: https://www.sync.com
« Ditch “smart” assistants

= Use sites like PCMag, CNET, ZDNet and/or Consumer
Reports to vet apps




Tools
« AV: Windows Defender

= Browser: Firefox, Brave or Tor
« VPN: Nord

= Open DNS
= Encryption: BitLocker
= Password Manager: LastPass



Some privacy insights
= Why you should care about data privacy even if you have “nothing to

hide” - https.//www.vox.com/recode/22250897 /facebook-data-
privacy-collection-algorithms-extremism

= A Case Against the Peeping Tom Theory of Privacy -
https.//www.wired.com/story/against-peeping-tom-theory-of-
privacy/

= “| have nothing to hide. Why should | care about my privacy?” -

https.//medium.com/@FabioAEsteves/i-have-nothing-to-hide-why-
should-i-care-about-my-privacy-f488281b8f1d

» Senator Frank Church on the NSA -
https.//www.theguardian.com/commentisfree/2013/jun/25/frank-
church-liberal-icon



Takeaways
- If you're not paying with money, you're paying with
data. You're the product NOT the customer

- Your data is valuable, “they” want it
- New laws like CCPA may improve the situation
- You can make wise choices to limit your digital

MIT

footprint Fnotoay

Artificial inteligencs /' Machine learming

=L ess IS more How to poison the data

that Big Tech uses to
survelil you

Algorithms are maaningless withowt good data. The pubdic can
exploit theat todamand changa.

by Karen Hao BuliarTh 5, 202

httos://www.technoloavreview.com/2021/03/05/1020376/resist-bia-tech-surveillance-data



Follow these folks

= Bruce Schneier.@schneierblog
= Kevin Mitnick: @kevinmitnick

= US-CERT: @USCERT_gov

= SecurityWeek: @SecurityWeek

= Center for Internet Security:
@ClSecurity

« MSRC: @msftsecresponse
- EFF: @EFF

« CDT: @CenDemTech

= Pl: @privacyint

« MSRC: @msftsecresponse
= Microsoft Secure:

@msftsecurity

= RSA: @RSAsecurity

» Mikko Hypponen: @mikko
= Troy Hunt: @troyhunt

« CSOnline: @CSOonline

= |APP: @PrivacyPros

= Intrust [T: @Intrust|T

= Me: @DaveHatter



www.mcaffee.com

= www.grisoft.com

= Www.Symantec.com

- www.twofactorauth.org

= www.safer-networking.org
= www.zonealarm.com

= www.webopedia.com

= www.hackerwatch.org

- www.haveibeenpwned.com

= www.twofactorauth.org

= www.knowbe4.com

« www.antiphishing.org
= www.microsoft.com/security

« www.idtheftcenter.org/facts.shtml

Add|t|ona\ Resources

= www.ftc.gov/bcp/conline/pubs/alerts/phishingalrt.ntm

= www.ic3.gov/default.aspx

« enterprise.verizon.com/resources/reports/dbir/

= www.sans.org/critical-security-controls/

= https.//www.us-cert.gov/ncas/current-activity/2019/11/06/cisa-

launches-cyber-essentials-small-businesses-and-small-sltt

= www.nist.gov/cyberframework

= https://www.cisecurity.org/blog/cyber-hygiene-guidance-for-

windows-10/

= www.ftc.gov/tips-advice/business-center/small-

businesses/cybersecurity

« https://www.pcmag.com/roundup/256703/the-best-antivirus-

protection

= https.//www.pcmag.com/roundup/296955/the-best-vpn-services

= https.//www.futureoftech.org/internet-of-things/6-career-

opportunities-in-iot/


https://www.pcmag.com/roundup/296955/the-best-vpn-services

“It's time for a cybersecurity zeitgeist in the West where
cyber hygiene is a meme that is aggressively distributed by
those who have mastered it and encouraged to be imitated
by those who have experienced it - James Scott



THANK YOU!

Dave Hatter
CISSP, CCSP, CSSLP, Security+, Network+, PMP, ITILV3

linkedin.com/in/davehatter
twitter.com/davehatter

www.youtube.com/user/davidlhatter

Catch my Tech Friday spot live on 55KRC at 6:30 AM every
Friday on 550 AM or http://www.55krc.com



http://www.55krc.com/

